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Cyber Security for Non-Technical Executives

Summary: These slides describe basic overview of 
Cyber Security 

Audience: These slides are intended for an audience who is somewhat
familiar with the components and high-level objectives of the Cyber
Security.

Learning Objectives: Overview of Cyber Security, review major
components of basic Cyber Security topics, Discuss terms, with high
level overview of NIST Framework
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Cyber Security for Non-Technical Executives
1. Threats, Vulnerabilities, Cyber Risks (CIA-Confidentiality, Integrity, Availability)

2. What steps to take for basic cyber protection, Owner/C-Level responsibilities

3. Training staff, Social Engineering and attacks on your staff

4. Business Continuity planning, are you able to sustain a companywide incident

5. Frameworks for your security policy/plan

6. Risk Analysis, Business Impact Analysis, how RA/BIA interact with Disaster Planning

7. Backing up your information, HOSTING Services and security management

8. Actions to protect yourself and business from being scammed
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Objectives for Presentation:
1. Threats, Vulnerabilities, Cyber Risks (CIA-Confidentiality, Integrity, Availability)



One Internet Minute 2017-2019





Objectives for Presentation:
2. What steps to take for basic cyber protection, Owner/C-Level responsibilities



Objectives for Presentation:
3. Training staff, Social Engineering and attacks on your staff



Objectives for Presentation:
3. Training staff, Social Engineering and attacks on your staff



Objectives for Presentation:
4. Business Continuity planning, are you able to sustain a companywide incident



Objectives for Presentation:
4. Business Continuity planning, are you able to sustain a companywide incident



Objectives for Presentation:
4. Business Continuity planning, are you able to sustain a companywide incident



Objectives for Presentation:
5. Frameworks for your security policy/plan.

FRAMEWORK - A layered structure indicating what kind of programs can or should be built 
and how they would interrelate.

NIST (National Institute of Standards in Technology) 

The Cybersecurity Framework is voluntary guidance, based on existing standards, 
guidelines, and practices, for critical infrastructure organizations to better manage and 
reduce cybersecurity risk. 

In addition to helping organizations manage and reduce risks, it was designed to foster risk 
and cybersecurity management communications amongst both internal and external 
organizational stakeholders. 
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The Five Functions

• Highest level of abstraction in the 
core

• Represent five key pillars of a 
successful and wholistic 
cybersecurity program

• Aid organizations in expressing 
their management of 
cybersecurity risk at a high level
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The Identify Function

•The Identify Function assists in developing an organizational 
understanding of managing cybersecurity risk to systems, people, 
assets, data, and capabilities
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Example Outcomes:

• Identifying physical and software assets 

to establish an Asset Management 

program

• Identifying cybersecurity policies to 

define a Governance program

• Identifying a Risk Management Strategy 

for the organization



The Protect Function

•The Protect Function supports the ability to limit or contain the impact 
of potential cybersecurity events and outlines safeguards for delivery of 
critical services
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Example Outcomes:

• Establishing Data Security protection to 

protect the confidentiality, integrity, and 

availability

• Managing Protective Technology to ensure 

the security and resilience of systems and 

assists

• Empowering staff within the organization 

through Awareness and Training



The Detect Function

•The Detect Function defines the appropriate activities to identify the 
occurrence of a cybersecurity event in a timely manner
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Example Outcomes:

• Implementing Security Continuous 

Monitoring capabilities to monitor 

cybersecurity events

• Ensuring Anomalies and Events are 

detected, and their potential impact is 

understood

• Verifying the effectiveness of protective 

measures



The Respond Function

•The Respond Function includes appropriate activities to take action regarding a 
detected cybersecurity incident to minimize impact
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Example Outcomes:

• Ensuring Response Planning 

processes are executed during and 

after an incident

• Managing Communications during and 

after an event

• Analyzing effectiveness of response 

activities



The Recover Function

•The Recover Function identifies appropriate activities to maintain 
plans for resilience and to restore services impaired during 
cybersecurity incidents
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Example Outcomes:

• Ensuring the organization implements 

Recovery Planning processes and 

procedures

• Implementing improvements based on 

lessons learned

• Coordinating communications during 

recovery activities



Framework for Improving Critical Infrastructure 
Cybersecurity and related news, information: 

www.nist.gov/cyberframework

Additional cybersecurity resources: 
http://csrc.nist.gov/

Questions, comments, ideas:
cyberframework@nist.gov

Resources
Where to Learn More and Stay Current
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Objectives for Presentation:
7. Actions to protect yourself and business from being scammed



Statistics:
- Consumer Financial Protection Board 

- Financial Crimes Enforcement Network 
(Feb 27, 2019)

• Study revealed key facts, trends, and patterns from 2013 to 2017 by 
analyzing 180,000 elder financial exploitation suspicious reports
• Filed by FI, Banks, Casinos, and Money Service Businesses

• Findings: 
• Financial Institutions have seen the numbers of elder victimizations quadruple

• 58% increase in money wires (2017)

• On average, older adults aged 70 to 79, lost on average $43,300; When the older 
adult knew the suspect, the average loss was larger – about $50,000



Objectives for Presentation:
7. Actions to protect yourself and business from being scammed
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2 Think about situations in which you could 

be compromised

Understand what you care about, and why

SWEEPSTAKES & COMPUTER REPAIR SCAM
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Think about situations in which you could 

be compromised

Understand what you care about, and why

Balance cyber risks against other types 

of risk

Keep an eye out for cyber security myths

Be aware of the strengths and weaknesses 

of risk management techniques

MEDICAL & ROMANCE SCAM’s



POLL THE AUDIENCE

• Do you have a Cyber Awareness program?

• What are your main concerns about using 
the Internet?

• Have you ever implemented a Cyber 
Security program?

• What is your biggest technology challenge 
today?



Today’s focus:

Basic Steps for Non-Technical Executives and Decision Makers

ATNET Services, Inc. - Charleston Division
843-576-3773 / Roger.Swanson@at-net.net
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Methodology

Our Solutions are designed to protect every aspect of your IT infrastructure. Our cyclical 
approach allows us to assist at any point in your company’s security process.

•  Assess - Discover Strengths & Vulnerabilities
•  Design - Create & Plan Strategies
•  Build - Construct Intuitive Solutions
•  Secure - Protect Valuable Assets
•  Manage - Complete Systems Support



Locations:

Corporate Charlotte Office

3401 Vardell Lane, Suite D

Charlotte, NC 28217

Phone: 704.831.2500

Email: sales@at-net.net

Atlanta, GA Office

Phone: 866.275.4734

Charleston, SC Office

Phone: 843.576.3773

Columbia, SC Office

Phone: 803.929.5372

Greenville, SC Office

Phone: 864.679.0006

Knoxville, TN Office

Phone: 866.708.0886

Washington, DC Office

Phone: 877.734.4364



Partners:



Thank you for you time today.


